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, "(b) COOPERAnON.-Subjeet to sections 2~7(c) and .2608Id). a manufacturer of
teleeommumcatlons uansausSlon or SWlt.ehi.ni eqwpment and a pnmcier of ~ie-­
COIlUnUI11C&uons IUppor:t ~rY\ces shall. ona reuonably tunely, bailS and at a ru.
sonable cha.rp. make available to ·the,telecommumcaconJ camers U51llJ Its eqwp­
ment or semc:es such futw"e! or modificatlons u are-necessary to penmt such car­
riers to comply with the capability reqwrements of s«uon 2602 and the caJ:)aclty
reqw.rements identified by the Attorney General under sect10n 2603.

"'2606. Teehnical requil'emenu aDd .tanc:iards; .nenaion o( compliance
date ' .

"Ca) SAFE HARB01L- ..-
"( 1) CONSULTATlON.-To ensure the efficient and inciusuy.wtl1e im~lelnenta­

tion of the usistaDc:e capability requirements under secuon 2602. the Attorn~

Genera!. in coorciinauon wtth other fecieral. State. &,Qd local law eDfornm'DI
arenei... shall consult with apprvpriate ••aoci.con.J and scandard-setung orga­
nizations o( the te1ec:ommumcatioDS inciUSU1 and. W1U1 ~presentatlyes of user.
of telecommunications M""Ce8and faciliti•.

"(2) COMPlJ.ANCE UNDER ACCEPTED STANDARDS.-A telecommunicationscarnel
shall be found to be in compliance with the assistance capability reqwnmenu
under sec:Qon 2602. and a manwaC'Nr'er of te1ecommuDicatioas transmtSSlon 01
swhchiDr equipment or ,"pnmder,o{talecommunicatioas S'U~port Ml'Y\ces shal
be foUDCi to be in compllaDce with MCtiDl1 2605. if the camero manuiacturer. OJ
SUl'pol't service provider 1.1 In cOmpliaDce with publiclyavai1able t.eehluc:a1 n!'
q\W"ementi or staDdard.s aclop\eci by an indusay UMM:1&con or staDGarQ.Htt1~
orpDizauon Dr by the Commiuion under subaecUon tb) to meec the MlqUU'e
rDenta of section 2602.

"(3) ABsENCE or STANDARDS.-The absence o( technical requirements o'
staDdarcls (or implementlnl the uaiRanc:e capability reqwrementa o( sec:aOI

2602 shall not-
'"tA) pnclwie a camero IDADwaetu.rer. or services pl"DYider from deployiQ

a teehZ1oiov or ..me:.; or
'"(8) relieve a carrier. maDU!acturer. or serrice provider of the obugatioa

impoMd by MCCion 2602 or 2606. u applicable.
'"tb) FCC AUTHORm'.-

-( 1) 111 GEHEJW.-Ir iDctuI1::r1 auociati... or staDdani...t1:ing orpDi:atiOIl
fail to issue taehDical requiremenca or staDdards or it a Jovemment areney c
aDy other penon belines that aucb requirements or standards, are deficient. t.h
areney or penoD may peliUoD the CommiuiOD U) escabJilh.,by nOtlCl and COD
ment ruJ.emakjnc or such owr proneeechnp utba Com~;"ionmay be autbOl
i%ed to conduct.· tee:bniealrequiremenca or staJ:M:lants that-, ,

'"tA) meet tneuaistaDce cal'&bUity requirements o( secU.on 2602:
"~B) prvUlCt the privacy aDd'MCUrity of commumcatioDS Dot authori'1ed 1

be Intareep_ aDA ' , ' , . , ' , '
"(C) serve the polley of the UDiacl Sta.... U) e~ura.. the pnwiaion

Dew t.eehDololi- aDd Ml'¥iCM U) ~th. public., ", ' -~. .
"(2) TRANsmON PEJUOD.-Ir aD iDclumT teehDical.requirement ~ SWldud

set uide or supplu\eci ... rew11 of CommiwoD ae:t:iOft under this ~on. tJ
Commiuioa.. after coaaultaciaD with the Att.orDey General.sbal1 estaDlisb a re
IODable time and coac:litioDa for colllpLia=- with and the U'auiaoaco any ne
stanGard. iDcludiq defining .the .oDliratiou o( ,telecommwucatioas came
uDder MCtion 2602 during eytraDSitiol1 penod. ' . .

"(e) Exr!HslON or COMPI..1.ANCE ;[)AftFOIl FtA:nJRES ~D SERV1CES.-
..( 1) P!:TmON.-A telecommunicatioD.l camer prvpomng .to Install or deplc

or haYiq installed or deployecl. a f.atun or serY\ce WIthin 4 ,ean after t
da. of eD&CUDent of this chapcer may pelicon the ~Omml'I'On f~. 1 or me
extensions of the deadliDe for complyiDg with the u&1ItaDCe capability reqw:
menu under secUDn2602.'

-(2) GROUND FOR EXTENSION.-The Commissioa may. afteJ' atronlinr a full I
portUmty (or honne and after coDlU!t.ation with· the Attorney Geaenl en
aD extension under uu. paraCJ:&.ph, if ~e COlDlll1SSIon d,'termmeI,' th:&t coml
uee with the aU1Stance c.p.bility~menu und~r ~on 2602, 15 not Ti
JOnabl)' achievable thJ'ouIh application of t.ecMolOl)' available WIthin the CCi
pliane:. period. '

-13) WCTH OF txTENSION..-AD extension under this p~ph shall eu.
for no lonaerthan the earlier 0(- . . '

-IA) the elate determined by the COlDlD1Sllon as necessary (or the ~an
to comply with the aSSlsunce capability reqw.rements under HCUOft 26
or .
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~r B) the date that \S 2 yean aft.er the da~ on whieh the U~Q5Lon 1S

rranteci. " _11
-, 4) APPUCABIUTY OF tXT'tSSIOI"o/ -An extensIon unner th.iJ subsecuon sn&lo.O

apply to oniy that part of the earners buslnesa on wl'uch the new ieatUft or
M""'" lS UNCi.

.., 280'7. EII/oree.eal orden
~I" ENFORCEMEtrr IY COURT ISSUING St.1Wtrt.L.'-,<Ct OROER.-tr a court authon:·

Inc an rneereepUOD under chapeer 119. a State statute. or the ForetJn lnteihgenee
Su.rveillance Act of 1978 150 t:.S.C. 1601 et seq.) or authon%1ng use 01 a pen refuter
or a trap and trace devtc:e under chapter 206 or a State Statute fincs that a tete­
c:ommUNcatl0ns ca.mer has failed to comply ...,th the reqwrements tn this cha$)ter.
the court may direc't that the camel' comply forthW\th and tnay cilrKt that a pro.
vu:ier of support MI'Y\Ces to the carner or the manufacturer of the ca.mer s tran,..
lNSI10n or SWltdunc eqwpmen: fun:ush forthW\th mociific:auons necessur for the
camer to compiy. .

~'b' ESP'ORCEMENT UPON APPUCAnON BY A'M"OR.."iEY Gt.'itRAL.-The Attorney
General may apply to the appropnace t:nit.ed States distnct court for. and the L"nn·
ed States cUsU'1C't courts shall have Junsdicuon to ISSue. an oreer d.incuni that a
telecommun.tcauoftJ camer. a manufacturer of teleccmmumcauons tranSmlS510n or
SW1tch1nc eqwpment. or a prDvtcer of telecommumcauoftJ support Hrvtces complY
wuh Uus chapcar.

~tel GROUNtIS FOR ISSUANCE.-A court shall issue aD order under !Ubsec:uon lal

or t b) oniy if the coun fincis that- .
-11) alternauve teehnolOCles or capabilities or the facilities of another camel'

are not reasonably available to law enforeemeDt for Implemenung the Incercep­
aon of commumcauons or aceess to call.idtnU!yinc informauoD; and

-(2) compliance WIth the reqw.rementl of t.NI chapter 1S reasonably achievable
th.rouIh the application of av.uable teehno!oo to the feaNn or MJ'Y\ce at lSsue
or woulel have been reuonably achievable if timely a=on had been Wen.

"'d) TIME FOR COM.PL1ANcE.-Upon iUU&Dce o( all enforcemeDt order under this
section. the cau.rt sball specUy a reuonable time anel coaclitions (or compiytnl '«nth
its oreer. coDSiderinc the Iooci faith .«ons to comply in a timely manner. anv effect
Oft the camers. mllnuiacN.nr's. or Mrvte. provider's ability to conunue to do busl­
n... the decree of culpability or delay Ul l.UICienaki.nc etrona to compiy, and. such
other matten u jusace may require.

"'el l.DnTA'nOH.-AD onter unGer this section may not require • c.lecammuru­
cations c&n"ier to meet the IOftmment's dem&llel (or intercepuon o( commulUc:auons
allG acqwsitioD o( c..u-icielltiJ'yil1llnl'ormauon to allY extent ln excess of the capacity
for which the Attorney Generil hii-apoeed to reunbune such carner.

-to CML PENA1.T't.-
-r 1) IN GJ:NZJW...--A cOurt iuWnc aD order undel' this MCUon apinst a tel...

commuDolcaQOftl carner. a lIUlDuiae:tW"er of te1ecommUDlcaUOftJ USftJDUSS10n or
switeh.iDI equipment. or a provider o( telecommumcauoftJ suppa" MI'Y\Ces may
impoee a avil peaa!ty of up to 110.000 per clay for each da,. in ,",olauon after
the issuaac:e of the emier or after such f\ltun date u the court may sl'IClfy.

-r2) CONSlDZItA'nONS.-ID dlUr'lftiDmc whelher 10 impoee a fin. ana in deter·
mini". ita UDOUDt. the COW"t shall taU into accowal-

-CA) tba UCUft. cin:wDltuees. aAclextent of the violation:
'"(8) the ~o1aws ability to pay. the violaws pod faith efforts to comply

ill a timely maDner. uy effect OD the violator's ability to continue to do
bwlia.... me ctecne of culpability, anel the iength of any delay In undenak·
iDa dona to comply; IUICl .
~C) IUCb other mauen a. justice may require. ..

-r3) CML "C'nCH.-Th. Attorney General may fil. a civil aeuon 1ft the appro­
priate UDiracl Statal district court to collect. a.DCi the Uniteei States di.me:t
CO\IIU aba1l haft jurisdieuOft to impoee, such fines.

0612808. Paym••t of cc.ta of &eleco• .Ilumicatiou came... to comply -ilh ca·
pabWty require.eaca

.., a) EQUIPMENT. FEA'1'tl'Il!:& AND SEIlV1CES DEPLOY"£D BEFORE DAn OF ESACT'
MENT.-The AUGr'I:IeY General may. subject to the availability of appropn~uons.
acne to pay te1ecommUDolcauol1l camen for all just ucl, reuonable costa d.iree:tty
auociated WIth the mocWicauoDS performec:l by cUTien In cauecuon WIth eqwp.
maDt. (eaNrft. aDel Mmen installed or cleploy.a beCon the date oC. enactment of
this chapter to ..Yblilh the capabiliti.. neceuary to comply W1th MCUon 2602.

"'b) EQUIPMENT, FEATURES. AND SERVICES DEPLOYED ON Oil AlTO DAtE or Es­
ACTMENT.-



.~ 1) ls ~E~"'tJVJ...-tr camphance wtth the assistance capaOl11ty ~wrt~t~:
of Settl0n _602 IS not reuonaoly acruevable wtth rtSl>«t :0 eqUlpment. :'eat"~e
or servu:es del'1oyea on or after the date of enactment or thiS chapter. ~~e .~t:c
ney ~neral. on applicatIon of a telecommunlcauons. camero may ~i"~ ~o ;':4
the teltcOmmuruc:atlons camel' for Just and reasonaole costs ci1rectly aSSOClati
W\th ac:hleVlng coml'uanc:e.

-t2l COsStD£RAnos-in aetennlNng whether comphanee W\th the as!l:!.1nC
capabHity requJnments of sectIOn 2602 IS reasonaoiy aenlfVable wnh re=~: :
any eqUIpment. feature. or semee tnstalled or aeployea after tne datt' or" enac
ment of thIS ehal'ter. consideration shall be gwen to tne tlme wnen the ~U1j
ment. feature. or !erY\ce was lnstalle<i or deoto\'ed.

'''C' .~ATtOs or ft.~DS FOR P.\nlE~",-Th" .-\tto~ey General :hallllloc31
funcis appl"Opnated to carTY out :h.1s chapter In accoraance W'\tl\ law eniorcemel
pnonues detennlned by the .~ttorney G.nerai.

'" d} F.~Lt."R.t To ~1A.Kt P...ntt:~"T Wtni RESPECT TO EQt.'P~lt~.,.. Ftxr..."1U:s. ~,
SEJl\'CE~ DEPLOYED BEFORE DAn OF ESACntL'"T,-

-/1) COSSIDEltED TO BE IS COMPLlA.'iCE.-ll a camel' h~s requested pa~mf!1
In accorctance wtth procedures promuigated pursuant to ~ubse<:tlon 'f! '. and ::
Attorney General has not agreed to pay the teieccmmurucauons c:arr.er for"
reasonabie cOStS directly assoclat.e<i W\tn mociliic:atlons necessary to cnn~ ::
eqwpm.nt. feature. or serY\c. lntO actUal compliance W'tth the' assistance cap
buity requ1rlments of tecaon 2602. any eqwpment. feature. or 5ervtee of a tf!l
commuNcatlons camer deployed before the date of enactment of thiS cnapt
shall be consuiered to be In compliance W\tn the assistance capabulty reqUlr
ments of sectIon 2602 untll the eqwpment. feature. or semee 15 repiaced or !1
rufiean.tiy upgraded or Oth'I'W'lH und.rtoes major mocUticauon.

-(21 L.LMITA110N ON ORDEIl-Aft oni.r under section 2607 ~hall not reoqUlre
telecommuNcauons camer to modify. for the PUf1)OM of compl)'lng W'tth the _
:illtanC' capabilitY reqwrements o( secuon 2602. any eqwpment. feature.
Hl"Ylee deploye<i before the date of enactment o( th1s chapter unless the .-\ttl
ney Ceneral hal aC!""d to pay the teiec:ommunicauons camer for all Jun ~
reuonabie costs c1inctiy asSClC1ateel Wlth mociificauons necessary to bnn~ t
eqwpment. feature. or seMC' IntO actUal compLianc. W\tn those reqwremet'l

"'e) PJtoc:EDt."RES ,,"'"D RECL'LAnONs.-No1:Withstanciing any other law, the Att
ney Cen.ral shall. after naue. and comment. establish any procedures and re~

tions deemed necessary to .tfecnzaCl timely and colt-effieient pa~'Tnent to ~c
commwucatlons earners for compensable costs incurred under thiS chapter. unl
cnapters 119 and 121. and uncier the Foreign lntelliience 5urveillance .~c:t of 1~
150 U.S.C. 1801 et seep.

"10 OlSPt."TE RESOLtlTtON.-lC there is a dispute between the .~ttomey Gene
and a teleeommwucationl carner refUClinl the amount of just and A&lonable cc
to be paad under SUDHC'UOn lal. the dispute shall be resolved and the amount lie'
mzned In. a proceeclinl Initiated at the Commission or by the court fT'Om wnlcn
enforeement onier IS sought under secuon 2607.... . '

lbl TECHNICAL A.'lEHt)MLvt'.-The pan analysis (or part I of utle 18. l n:
Statel Code. is amended. by InMrtlnl after the ltam retaunl to chapter 119 the
10Wlq new Item:
-120. Tel..amw:LicatioDa carrier iac&Ace to the GovenameDc 2.

SEC. I. AUnlOlUZAnON or APPItOPlUAnONs.
Then an auth.onzeci to be appropnated to CarTY out section 2608 of title 18. t:

eel States Code. as added by secaon 1-
(1) a tOtal of 1500.000.000 for fiscal yean 1995. 1996. and 1997; and
121 such sums as are necessary for eath fiscal year thereaft.er.

such sums to remam ava1lable until elq)lnded.
s&C.~URCTlVI DATE.

I.l IN GE.""E1IA1..-Ezcept as provided in parqrapb (2). ehapter 120 of titl,
t:nitecl Statal Coc:i•• u added. by iectlOn 1. shall taU effect on the date of enactl
of this AI:t. .

Ibl ASlISTANC1: CAPABtL1TY' A.'in SY'STDIS Stct."'IUTY ,,",1) l~"1'%CJUTY REQt
MI:NTS.-5ecUons 2602 and 2604 of title 18. Unitec:l States Code. as added by II
1. shall taU effect on the date that is 4 yean aft.er the date ~f enactment 01
Act.
SIC. 4. aDOIttL

ta) RuoJn'S IY THE A'M"OL"IEY Gc."E1W--
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fl) IN GENERAL..--Qn Dr before November 30. 1995. and aD or befor't Novem­
ber 30 of each/ear for 5 yean thereaf'c.er. the Atttrrney General shall SUDm.tt
to Conrress an make available to the public a ref)Oft on the Amowns paid dur­
ing the preceding fiscal_year in payment to telecommunications e.arnen under
secuon 2608 of title 18. United. S~~ Code. as added by sec:Uon 1.

(2) CON'TEN"rS.-A report under paragraph ( 1) shall include-
(/d a detailedaccounanc of the &mounts paid to each c.urier and the

technology. equipment. feacure or semee for which the amounu were p&1ci;
and

(B) projections of the amounts expected to be paid in the current fiscal
year. the camers to which payment is eX'l)eCte<i to be made. and the tech­
nologies. eqwpment. featun8 or serYlces (or which payment 15 expected to
be made..

(b> REPORTS BY THE COMPT1l0L1.ER GENERA1--
(1) PAY'MEN"rS FOR MODIFlCATlONS.-on or before April 1. 1996. and April 1

1998. the Compcraller General oC the Ucited States. aAer coDsuh,a%1on Wlth th~
Attorney General and the te1ecommW1icaaoas ind\lStr7. shall submit to the
Concrns a report refiectinr its analysis of the reasonable... and cost~ffectJve­
nesl of the paymeotl made by the Attorney General to telecommumcations car.
riers for modifications necessary to easure compliance with chapter 120 of title
18. United States Code. u added by section 1.

(2) COMPL1A.NCE COST ESTtMATES.--A report UDder parqraph (1) shall include
the findinp and coDclusions of the Compc:roUer General on the costs to be m­
C'UZ'Z"'ed after the compliance clate. incluc::linl projections of the amounts eX1)eeted
to· be inc:urreci anel the teehnologies. equipment. featw'eS or M1"Y'ltes for which
~DMS are upeet.ed to be incurred by telec:ommwucatioDS earners to comply
with the uai.ltaz:2ce capability requirements in the first 5 yean after the effec­
tive dace of section 2602.

SEC. So COItDLI:SII Ta.EP'IIOHI:L
(al OEFlNmONs.......section 2510 or title 18. United States Code. is amended-

( 1) in parqraeb (1) by Itrikinc •. but sw:.h tenD da. DOt iDt:1ude" and all that
follows throqh baM unit"; and

(2) in parqraph (12) b! 1m' subparagrapb (A) and redesirnatinr sub-
paralftPhs (B). (C). and (0) U a.rqr&pftl (A). (B). and (e). relIpect1vely.

(b) P'ENALTY........se=on 2511 ofaUe 18. cited States Code. is amended-
(1) in lubleel:ion (4)(b)(i) b, imen:ing lOa cord.1fte telephone communication

that is transmitted betweeo the eonileu telepbone hlndset and the base umt."
after "cellular telephone communication."; and

(2) in subMCtion (4)(b)(u) by insertiDI lOa cordless telephone communication
that is transmitted betweeD the cordless telephone Qa.adset and the base uOlt."
aft8r "cellular telephone communication.".

SEC. L RADIOoaASlD) DATA COIOltJNlCAnONlL
Section 2510< 16) of title 18. United States Cod•• is ameneled­

(1) by stri.kinc ·or" at the end of subParacraph (0);
(2) by inIening"or" at the end of subpanlfal'h (E); and
(3) by iUll'tirac after subparapoapb (E) the follawtng new subparagraph:

.( F) an e1ectranic communication;"
Be. 1. PENALTD:S 10. MONn'OIUNG RADIO COlORJHlCAnONB TBA1' AU TR.A.NSMI'M"ED

USING MODULA110N ftCBH1QUD WTnI NOHPUIIUC PARAaIET'ERS.

Secuon 2S11(4)(b) of title 18. United States Code. is amended by strWDI "or
eDC'rYPtecl. then" a.ncl insetting ". eDCl'1lJceci. or traD.smitted using modulation tech·
ruques the euential paramecers of which have been Mweld from the public Mth
the incenQon of PidCifiDl the privacy of such communicauQD".
sa:. L ft'CllNlCAI. COIlaC'nON.

Sect::ioo 2511(2)(&)(0 oC title 18. United States Code. is amended by strWnc "used
in the uansmissiOD of a wire communication" and iQ5ertinC "useci in the trans­
missIon of a wire or electZ"Onic commWlicaaon".
SEC. t. FWAWUI..ENT AL1'DA11ON or CCJIlIUJIC1AL MOIID.Z JtAJ)IO 1NS"I'ft1JMZNft,

talOFFENSE•.......section 1029<a) of title 18. United Stace. Code. is ameoded­
(U by strikinr ·or" at the end of parqrapb (3): &Dei
(2) by inserting after parapoaph (4) the foUowinc' De. pU"&lfaPlJ.s: ,
"(5) knowancly aDd with inteDt to defraud uses. praciuces. tra11ics In. has COD·

ti'ol or amociy of. or poues.... teiecommunicaQons lnsU'\UD.eot that hu been
moclifiecl or alcered to obtain uaauthonzed UM of telecommumcatioDS .mcu:
or
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"(61 knoWl~liy and with inteDt to defraud UMI. prociuces. traffics 10. has con­
trol or C'UstoQy of. or poueSIfto-

"I Al I scanrung receiver: or
..(BI hare....are or so~wan used for aitenftl or modifying teiecommuOJ­

cacons lnstrUments to oown unauthonzed acees. to telecoaunurucauons
Hl"'VtceS:·.

'bIPtSALT'V.-5ecuon l029<c,,21 of title 18. l'ruted States Code. LS amenced b'v
stniung "( U 11 or I aM4l" and lns.rung -'al (1 J. 141. ,5,. or .6t". .

'C' D£FtStTtONs.-5ectlOn 10291., of utie 18. L"QUld States Code, IS amenae-d­
, l' In paragnpn l 1) by msertlnl "e~ectn)Nc senal nUlnDer, mobile leienmica­

uon numDer. personal ldenuficauon numDer. or other telecommurucauons !erv­
Ice. eqwpment. or Instrument leienufier.· afUr ·acccunt numDer:~

·21 by stnlung -and" at the end of para~ph I ~);

131 by stniung the penoci at the end of paragraph 16) and lnserting '. lod·'.
and

141 by adding at the end the ioUowinr new paragraph:
"rjl the term 'scanrunr receiver' means a deVIce or apparatus that can ~ u=-ed

to lntereept a WIre Of electn)Nc commUNcaUon In vtolauon of chaptef 119'
SEC. 10. TRA."ISACTtONAJ. DA.TA.

.a' OISCLOSL"RE OF RECORDS.-s.cuon 2703 of utle 18. L" ruted StateS Code. IS

amended-
I 11 In subsection f c l( 1......

I AI In lubparapoaph (B---
III by stniunc ciau.se (il; and
IU' by red.eslrn&unl ciauses luI. lUi). and 'lvl as c:iauses q\. ·u t • a.nd

I iii I. respect1ve~y: anci
rB) by acielinl at the end the folloWl"l ne., subpangnph:

"Ie) A proVider of e~ecU"Oruc commumcauon HrYlce or remote compuunc 5er"V'tce
shall ciixioM to a governmental enuty the name. address. te~ephone toU bilhnl
records. and length of sernce of & subscriber to or customer of such !Iernce and the
t)1leS of seJ'V\ces the subsmber or customer uWized• .,nen the governmental enuty
1,\'" an adftUniSU'auve subpoena authorized by a Federal Of SUte statute Of a F~·
era! or State grand JW'Y or tnal subpoena or any means available under subpara­
graph •8 l. "; anci

12) by amending the first sentence of subMction I cit to read as foUows: -.\
court order for diJcios\U'l under subsecUon Ibt or lei may be lSSUed by any court
that II a court of competent Junsdic:'tion described In sect10n 312612 ~ A I and
shall issue only \f the 1000mmental enuty offers speafic and ar'QNiable facts
shoW\1\I that there an reasonable rrouncis to believe that the contents of a WIre
or eleeuoD1c communicauon. or the records or other informauon sought. an! rel­
evant and matena! to &D onlolng CnDUW invesulauoD.",

lbl PEN bOlSTERS ANI) TRAP ANI) TRACE DEVlC!S.--5ectJoD 3121 of title la. trut·
ed States Code. is amended-

III by reOeslcnaunr subMcaoD Ie) u subNcUoa lei); and
(2) by inMrun( after SUbMcUOD IbI the (o11o.;nl Dew subsection:

"leI L1MrrA'nON.--A rovemmeDt a..ney authonzect to Install and use • pen ~­
ister uncler this chapter or under State law. ,na.u uM teehnolOO reuonabiy ava.tl­
able to it that rettnctS the recorclina or decociinl of elec:troDJc or other unpwset to
the diaHnl aDd SIana!in1 informauon utiliud in call' proceSSing....

SL~MARY AND PURPOSE

The purpose of H.R. 4922 is to preserve the g~ve':11ment'~ability,
pursuant to court order or other lawful authonzatloD. to l~t~rcept
communications involving advanced technologies s~ch as dlg1tal or
wireless transmission modes. or features and semces such as call
forwarding, speed dialing and conference calling, while protecting
the privacy o( communications and without impeding the introduc­
tion of new technologies. features. and services.

To insure that law enforcement can continue to conduct author­
ized wiretaps in the future. the bill requires. telecommuni~ations
carriers to ensure their systems have the capability to: (1) lsC?late
eXlH!ditiously the content of targeted communicatio~. trans11Utte~
by the carrier within the carrier's service area; (2) Isolate expedl-
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tiously information identifying. th~ origin and destination of tar­
geted commUnlCatlons: (3) proVIde Lntercepted communIcations and
call identifying information to law enforcement so they can be
transmitted over lines or facilities leuec:l by law enforcement to a
location away from the carrier's premises: and (4) carry out inter-

. cepts uno~trusively, so targets are not made av.:-are of the intertep­
tlon. and in a manner that does not compromIse the privacy and
security of other communications. The bill allows Industry to de­
velop standards to implement these requirements. It establishes a
process for the Attorney Gi!neral to identify capacity reqUIrements.

In recognition of the fae:t that some emting equipment. services
or features will have to be retrofitted. the leg'lSlation provides that
the Federal government will pay carriers for just and reasonable
costs incurred in modifying ezisting equipment. services or features
to comply with the capability requirements. The legislation also
provides that the government will pay for eSl'aDsions in capaclty
to accommodate law enforcement needs.

The legislation also eZl'ancis privacy and security protection for
telephone and computer ccmmunications. The protactions of the
Electronic Communications Privacy Act of 1986 are extended to
cordless phones and certain data ccmmunications transmitted by
radio. In addition. the bill increases the protection for transactional
data on electronic communications services by requiring lawen­
forcement to obtain a court order for access to electronic mail ad-
dressing infonnation. .

The bill further protects privacy by requiring the systems of tele­
communications carriers to protect communications not authonzed
to be intercepted aild by restricting the ability of law enforcement
to use pen M!gister devices for tracking purposes or for obtaining
transactional information. Finally, the bill improves the privacy of
mobile phones by expanding criminal penalties for using certaJ.n de­
vices to steal mobile phone service.

HEAluNGS

In the 103d Congresa. the Subcommittee on Civil and Constitu­
tional Rights held two joint hearings with the Senate Judiciary
Subcommittee on Technology and the Law on the impact of ad­
vanced telecommwticatioDS semces and technologies on electronic
surveillance, March 18 anel August 11. 1994.

At the rU'St hearing, held before legislation was introduced. the
witnesses were Louis J. Freeh. Director of the Federal Bureau of
Investigation; William C. O'Malley, district atto~ey for ~l~outh
County, Musachusetta. and Presielent of the Natl,:,ual Dlstnet At­
torneys Auociation; Roy Nee!. President of the Umted States Te~e­
phone Association. which rel'reMnta local telepb~ne compan~es
ranJing in size from the Regional Bell OperatU11 Comp~lues
("RBOCs") to small companies with fewer than 100 s~scnbers:
and Jerry Berman. Ezecutive Director or the E~~nlc. Frontier
Foundation ("EFF"), OD behalf' of EFF aDd the DIgital PriV:8CY. and
Security Working Group, a coalition of co~p~ter. communIcatIons.
and public interest orpnizations aDd ~tions. ~

The second bearinl Via held after the UltroductiOD of HaR. 4922.
Again. Director Freeb. Mr. Neel, aDd Mr= BerDWl appeared and
presented testimony. Also appearing as Witnesses were Hazel Ed·
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, wards, Director, I~ormation Re30urees ~1anagementJGe
ernment. ACCo~tlng and Infonnation Man~g:ement D\vln:l~~.1fs-.
General Accountmg Office: and Thomas E. Wheeler. President and
CEO of the Cellular Telecommunications Industry AsSOClatlon.

, which represents providers of two-way wireless telecommunications
services, including licensed cellular. personal communications serv­
ices, and enhanced specialized mobile radio.

Written submissions for the record were received from AT&T
Corporation, MCI Communications Corporation. the Telecommuni­
cations Industry Association. which represents U.S. manufacturers
of telecommunications equipment. the National Sheriffs' .-\ssoda­
ti~~. the ~ational As~a~on of At~meys Ge,neral, and the Major
CItIes Chiefs. an orgamzatlon of police executIves representing the
49 largest metropolitan areas in the U.S. and Canada.

SUBCOMMrM'EE ACTION

On August 17, 1994.... the Subcommittee on Civil and Constitu­
tional Rights. by voice vote. a reporting quorum being present. or­
dered favorably reported the bill H.R. 4922 without amendment.

COMMrrrEE ACTION

On September 29, 1994. the Committee. by voice vote. a report­
ing quorum being present, adopted an amendment in the nature 01
a substitute U) H.R. 4922 and ordered the bill favorably reportl!li
as amended.

BACKGROUND AND DISCUSSION

For the past quarter century, the law of this nation reg~
electronic surveillance has sought to balance the interests o(pri
vacy and law enforcement. In 1968. the enactment of Title III 0

the Omnibus Crime Control and Safe Streets Act of 1968 simuJtia
neoualy outlawed the UM of electronic surveillance by private par
ties and authorized its use pursuant to a court order by law ell
forcement officials engaged in the investigation of specified types £

major crimes. The Senate Report on Title III stated explicitly~
the legislation· "has as ita dual purpose (1) protecting the prine
of wire and oral communications and (2) delineating on a unifon
basis the circumstances and conditions under whiCh the inte!"Cel
tion of wire and oral communications may be authorized." Seaaz
Committee on the Judiciaryt Omnibus Crime Control and Sat
Streets Act of 1967t S. Rep. No. 1097~ 90th Cong., 2d Sess. (1961
at 66.

Congress was prompted to act in 1968 in part by adv~ncemeJl·
in technologyt which posed a threat.U) privacy. Acco~g to tt
1968 Report. "[t}he tremendous scientific and technologlcal dne~
ments that have taken place in the last century.have m~de possib
today the widespread use and abuse of electro~c surve111ance u:e
niques. As a result of these developments. I?nvacy of com~UDJC
tioD is seriously jeopardized by these technlques of survelllaDa
Id. at 67.

After 1968 telec:ommunications technology continued to chalq
and again C~ngress was required to respond legislatively to p:
serve the balance between privacy and law enforcement. In t
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Electronic Communications Privacy Act of 1986 ("tePA"j C
extended thej)rivacy protections and the law enforcement \~~gress
authority of Title. III to a new set of technologie~ and servtce:~~~
as el~ronlc mail. cellular telephones and pagtng devices. Aialn
the goal of the legislation was to preserve "a fair balance bet-..~~
the privacy expectations of citizens and the legitimate needs of la-..
enforcement." House Committee on the Judiciary, Ele<:tromc Com.

o munlcations Privacy Act of 1986. H. Rep. 99-047, 99th Congo 2d
Sess. 2 ( 1986) at 19.

Law enforcement officials have consistently testified. as Director
Freeh did at the hearings of the bill. that coun-authonzed elec­
tronic surveillance is a critica.l law enforcement and public saiety
tool.

COSGRESS ~t:sr RESPOND TO niE "DIGITAL TELEPHONY" REVOLL"Tto~

Telecommunications. of course. did not stand still after 1986. 0 In­
deed. the pace of change in technology and in the structure of the
teiecommunications industry accelerated. and continues to acceler­
ate. The resulting cb.allenges for law enforcement and privacy pro­
tection have sometimes been encapsulated. under the rubric "digital
telephony." but the issues go far beyond the distribution between
analog and digital transmission modes. Some of the problems en­
countered by law enforcement relate to the erpiosive growth of cel­
lular and other wireless services. which operate in both analog and
digital modes. Other impediments to authorized wiretaps. like call
forwarding, have long existed in the analog environment. Other
considerations. such as the increasing amount of transactional data
generated by the millions of users of on-line services. highlight the
ever increasing opportunities for loss of privacy.

In 1990. Senator Patrick Leahy, chairman 1)f the Senate Judici­
ary Subcommittee on Technology and the Law, assembled a Pri­
vacy and Technology Task Force with erperts from business.
consumer advocacy, the law. and civil liberties. to eu.mine current
developments in communications technology and the extent to
which the law in general. and ECPA.. specifically, protected. or
failed adequately to protect, personal and corporate privacy.

After esamiD;ng a wide array of communication media. including
cellular phones. personal communications networks. the newer gen­
eration of cordi_ ph-ones, wireless modems. wireless local area
networks <LANa), and electronic mail and messaging! the.task fo~e
issued a fmal report on Ma~ 28. 1991 recommendmg. mter ~la.
that the legal protections of ECPA be enended to cover new wire­
less data communications, such as those occurring over cellular
laptop computers and wireless local area networks (LANs). and
cordless phones. In addition. the Task Force found that EePA was
serving well its purpose of protecting the privacy of the con"ents of
electronic mail. but questioned whether current restrictions on gov­
ernment access to transactional records generated in the course of
electronic communications were adequate. .

Consistent with the task force's conclusions and in view of the In­
creasing impedimenta to authorized law enforceme~t electronic su.r­
veillance. the Committee has concluded that continued change 10
the telecommunications industry deserves legislative att:ention to
preserve the balance sought in 1968 and 1986. However. lt became
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~lear to the C~mmittee eariy in its. study of the "digltal telechon ...'··
lssue that a thud conce~ now exphcltly had U) be added to tne 0 ale
ance. namely, the goal ot ensunng that the telecommunlCatlOnS .:1.
dustry was not hindered in the rc'.pid development and deplovment
of the new semces and technologies that continue to benefh and
revolutionize society.

Therefore. the bill seeks to balance thr~ key policies: f 1) to pre­
serve a narrowly focused capability for law enforcement agencles to
carry out pr~perly authonzed intercepts: (2) to prote<:t pnvacy In

the face of mcreasmgiy powerful and personally reveaiing te<:n.
nologies: and (3) to avold impeding the development of new comrnu.
nlCatlOnS services and technolog'les.

THE ?ROBLE:M: LEGISLATION ~EDED TO CtARIIT CARRIERS' OLTI TO
COOPERATE

When originally enacted. Title III contained no provision specifi­
cally addressing what responsibility, if any, teleeommunicauons
carriers ~nd othe~ had to assist law enforcement in making au­
thonzed mterceptlons. Shortly after the statute became effectlve.
the FBI asked a local telephone company to assist in effectuating
an authorized wiretap by providing leased lines and connecting
bridges. The telephone company refused and in 1970 the U.S.
Court of Appeals for the Ninth Circuit held that. absent camers
to assist lawful wiret~s. Application of tM United States. 427 F.2d
639 (9th Cir; 1970). Two months after the Ninth Circuit decision
and with little debate. Congress added to 18 U.S.C. 2518(4) a provi­
sion that now reads:

An order authorizing the interception of a wire. oral. or
electronic communication under this chapter shall. upon
request of the applicant. direct that a provider of wire or
electronic communication service. landlord. custodian or
other person shall furnish the applicant forthwith all infor­
mation. facilities. and tedmical assistance necessary to ac­
complish the internption unobtrusively and witkL a mini­
mum of interference with the services that such service
provider. landlord custodian. or person is according the
person whose communications are to be intercepted. A1J.y
provider of wire or electronic communication service. land­
lord. custodian or other person fumishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable apenses incurred in providing
such facilities or assistance.

While the Supreme Court baa read this rrovision as requjrilll
the Federal courts to compel. upon request 0 the government. "an~

assistance necessary to accomplish an electronic interception.
United States v. New Yor. TelephoM. 434 U.S. 159. 177 (1977). thj
question of whether companies have any obligation to ~esign th.ei
systems such that they do not impede law enforcement lDterceptlOI
has never been adjudicated. . .

Indeed. until recently t the question of system desIgn wu neve
an issue for authorized surveillance. since intrinsic elements c
wire lined networks presented access points where law: enfom
ment. with minimum assistance from telephone companIes. coul
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isolate the communicatioIU associated with a particular surveil­
lance target and effectuate an intercept. Where problems did arise.
they could be addressed on a case-by<a.se basis in negotiatiotlS be­
tween the local monopoly service provider and. law enforcement.
(From a public policy perspective, such arrangements would bave
had the d.isadvaJ1tqe of being concluded without public knowledge
or legislative oversight.)

The break-up of the Bell system and the rapid proliferation of
new telecommunications technologies and. services have vastly com­
plicated law enforcement's taak in that regard. The goal of the leg­
islation. however. is not U> reverse those industry trends. Indeed.
it is national policy to promote competition in the telecommuni­
cations industry and to support the development and widespread
availability of advanced technologies, features and sernces. The
purpose of the legislation is to further define the industry duty to
cooperate and to establish procedures bued on public accountabil­
ity and industry stand.ard.l-eetting.

The Committee baa concluded that there is' sufficient evidence
justifying legislative action that' new and emerging telecommuni­
cations tecbiLologies poee problems for law enforcement. The evi­
dence comes from three sources: the General Accounting Office, the
FBI. and the telecommunications industry itself.

GAO findings
In 1992. analysts from the GAO's Information Management and.

Technology Division interviewed Wbnical representatives from
local telephone companies. switch manufacturers. and cellular pro­
viders, as well as the FBL The GAO found that the FBI had not
adequately defmecl ita electronic aurreillaDce requirements. but the
GAO concluded that law enforcement apnoea did have technical
problems tapping a variety or aerricea or technologies. including
call forwarding, fiber, and ISDN. The GAO also concluded that cel­
lular systems c:nuld be tapped but that capacity wu limited.

The GAO recently conducted further work and testified at the
hearing on August 11, 1994. The GAO reconfirmed its earlier con­
clusion that there are legitimate impedimenta posed by new and
emerging technologies. The GAO a1ao concluded that the FBI had
made progress in defming law enforcement's needs in terms of ca­
pability and capacity.

FBI suroey
FBI Director Freeh testified at the March 18,' 1994. bearing that

the FBI had identified sl)eCific instances in which law enforcement
agencies were precluded due to wlmologica1 impedimen~ from
fully implementing authorized electronic surveillance (WIretaps.
pen registers and trap and traces). The Director testified in March
that an informal FBI survey or federal, state. and local law e~o~
ment agencies had identified 91 such incidents, 33% of which ~n­
volved celhilar systems (11~ were related. to the limited capaaty
of cellular systems to aa:ommodate a large number of intercepts si­
multaneously) and 32% of which involved custom caIHng features
such as call forwarding, call waiting and speed dialing. .

Because the emtence of a problem continued to be questIoned by
some, the FBI re-contacted law enforcement agencies after the
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~arch hearing and ideotliled further exampies. In Apnl. 1994. :::e
FBI ,presented, to the House ~d Senate Juciiciary SuocOm~~ttee5
detalls of 183 instances I mcludmg the original 91) where the FB I,
State or local agencies had encountered problems. This eVlcience
was presented to the S~b~omm~ttees,on the understanding that ::-.e
detalls would not be puohcly dlssemmated. However. the folloWIns
chan summarizes the FBI's findings:
Techn.oia,y·ba~d probierru encountered. by Federal. Stare. end Local lau: Irtior-ce-.urt:

IJIln.cUS

Tow problems .

f~~~~lli~ ':~:a=tlai;i"dipu·~~nu~·~·~n~us·~th··i·~d~~·:::::::::::::::::::::'.::'
Cellular provt~er could not intercept lon,-c:iistance calls (or provtde call setup

informationl to or from a tarteted phone , ..
Speed dialinwvoice ciialinllcall Wa.Ltlni ..
Call forwarci1n, , .
Direct inward dial trunk group I provtd.er unable to Isolate target'sc:ommu·

nicauons or provtde call set-up informauon to the exaUSion of all other
customers, : .

Voice mau' proV\der unable to provtde access to the subject' 5 audio wnen ior·

Di;~e~e~t:~c~ ;ro~::r~~eol: ~s~~~~ ·~ ..~·~~·;~~~U~M··~~~~;~~~
wtth the tarlet to the exclUSIon of all others' .

Other \including other c:allin, featuns such as Call Baclt~ and proV'uier un·
able to: provtde trap anci trace In!onnauon~ lsoiate the dilJ1W trans­
WISlOns auoaated W1th a t.a.rret to the exclusion of all other commuruca·
tions: comprenenslVely interftpt ct)mmunications and provtde call set·up
informauonl .

Industry ackn.owledges the problem
Representatives of the telecommunications industry now ac­

knowledge that there will be increasingly serious problems for law
enforcement interception posed by ne~ technologies and the new
competitive telecommunications market. At the hearing on August
11. Roy Neel. president of the United States Telephone AsSOCiation
and the chief spokesperson for the telephone industry on this issue.
was asked by Senator Leahy if the time was fast approaching when
a great deal of the ability of law enforcement to carry out Wlretaps
will be lost. Mr. Neel answered. "In a number of cases with new
enhanced services, that is probably true."

The industry maintains that ita companies have a long tradition
of working with law enforcement under current law to resolve tech­
nical issues. However. with the proliferation of services and service
providers. such a company-by-eompany approach is becoming in­
creasingly untenable.

In response. the phone companies and the FBI ha~e created an
Electronic Communications Service Provider Commlttee. through
which representatives of all the RBOCs have been meeting with
law enforcement on a regular basis to develop solutions to a range
of problems. The committee haa created "Action Teams" on per­
sonal communications services, wireless cellular, the "advanced in·
telligence network." and switch·based solutions, among others. ThE
chairman oC the committee. a vice president oC one of _the RBOCs
stated in a letter dated March 1 and submitted by the FBI DirectOl
during his testimony in March: IoIIf meaninlful solution~ a:re to re­
sult. an participants must rll'St understand that there is in fact ,
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problem. not that one partic~pant. or o~e grou~ of partlCl;lUlts
says so. ~C?w that the Cotnmlttl!e recog1U%eI the problem.!. tt c.a.n
proceed. to ldentify and develop aopropriate solutions."

However. participation in the service Provider CommitU!e is vo\.
ur.tary and its recommendation.! are unenforceable. M a result. the
Judiciary Committee baa concluded that legislation is necessary.

LAW ENFORCEMEN"T' REQtJ'DU:..'dEN"!'S

The legisiation requires telecommunications common carriers to
e,nsure that new technologies and semees do not hinder lawen.
forcement access to the communications of a subscnber who is the
subject of a court order authorizing electronic surveillance. The bill
will preserve the government'. ability. pursuant to court order. to
intercept communications that utilize advanced technologies such
as digital or wireless tranamisaion.

To insure that law enforcement can continue to conduct 'Niretaps.
the bill requires telecommunications carriers to ensure their sys­
tems have the capability to:

ll) Isolate expeditiously the content of targeted communica­
tions transmitted wit.h.i.n the c:anier's service area;

(2) Isolate expeditiously information identifying the originat­
ing and destination numbers of targeted communications. but
not the physical location oC t.&rpta;

(3) Provide intercepted communications and c:all identifying
infonnation to law enf'on::ement in a Cormat such that they may
be transmitted over linea or fac:ilities leased by law enforce­
ment to a location away from the c:arriers premises; and

(4) Carry out intercepta unobtrusively, so targets of elec­
tronic: surveillance are not made aware of the interception. and
in a manner that doee not compromiM the privacy and secunty
of other communicationa.

Cost
The GAO testified at the August 11. 1994 bearing that the costs

of compliance with the forecoiDI will depend largely on the details
of standards and teehnicala1)eCificationa. which. under tlle bill. wUl
be developed over the nest tour yean by industry a.saociations and
standard-setting orga.nizationa. .

The bill requires the Federal pemmen~ with appropriated
funds. to pay all reasonable COIIta incurred by industry over the
next four years to retrofit ezisting facilities to bring them into com­
pliance with the interception requirementa. The bill authorizes ~t
least $500 million for this pur'l)OIe. 1.D the event that the 5500 mil­
lion is not enough or is not appropriated. the legislation provides
that any equipment. features or serric:ee deployed on the date of
enactment. which government doee not pay to retrofit. shall be ~n­
sidered to bem compliuCI until the equipment. feature. or se~c:e
is replaced or significantly upgraded or otherwise undergoes major
modification.

After the four year truaition period. which may be ~%tended an
additional two years by order of the FCC, ind~ry will bear t~e
coat of ensuring that new equipment and aerY1ce5 m.eet t~e lel\s­
iated. requiremen~. u ~~ by ltuclarc1a and .specifications pro-
mulgated by the mdustry ltaelf. .
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However. to the extent that industry must install additional ca­
pacity to meet law enforcement needs. the bill requires the govern­
,ment .to pay all. capacity cosu from date of enactm~~t. including all
capac1ty costs Incurred after the four year tranSltlon period. The
Federal government. in its role of providing technical support to
state and local law enforcement, will pay coSts incurred in meeting
the initial capacity needs and the future maximum capacity needs
for electronic surveillance at all levels of govemment.

THE LEGISL.ATlON ADDRESSES PRIVACY CONCER.."lS

Since 1968. the law of this nation has authorized law enforce­
ment agencies to conduct wiretaps pursuant to court order. That
authority extends to voice. data, fu. E-mail and any other form of
electronic communication. The bill will not expand that authontv.
However. as the potential intrusiveness of technology increases. -It
is necessary to ensure U1at government surveillance authonty is
clearly defined and appropriately limited.

In the eight years since the enactment of ECPA. society's pat­
terns of using electronic communications technology have changed
dramatically. Millions of people now have electronic mail address­
es. Business. nonprofit orga.ni2:ations and political groups conduct
their work over the Internet. Individuals maintain a wide range of
relationships on-line. Transactional records documenting these ac­
tivities and associations are generated by service providers. For
those who increasingly use these services, this transactional data
reveals a great deal about their private lives, all of it compiled in
one place. .

In addition. while the portion of cordless telephone communica­
tions occurring between the handset .and base unit was excluded
from ECPA's privacy protections. the 1991 Privacy and Technology
Task Force found that "[t)he cordless phone, far from being a nov­
elty item used only at 'pooiside,' has become ubiquitous . . . More
and more communications are being carried. out by people (using
cordless phones} in private. in their homes and offices. with an ex­
pectation that such calls are just like any other phone call."

Therefore. H.R. 4922 includes provisions. which FBI Director
Freeh supported in his testimony, that add protections to the exer­
cise of the government's current surveillance authority. Specifically,
the bill:

1. Eliminates the use of subpoenas to obtain E-mai:! address­
es and other similar transactional data from electronIC commu­
nications service providers. Currently, the government can ob­
tain transactional logs containing a pe~0l:\'s en~ire on-line p~
file merely upon presentation of an adInln~st~~lve.subpoen~ \S­
sued. by an investigator without any JUdiclal lOterventlon.
Under H.R. 4922. a court order would be required.

2. Expressly provides that the authority for pe~ regis~rs
and trap and trace devices cannot be used ~ obtaln tracking
or location information other than that which can .be deter­
mined. from the phone ~umber. Currently, iII: ~me cellular sys­
tems transactional data that could be obtained by a pen reg­
ister' may include location information. Furt~er, the bill re­
quires law enforcement to use reasonably availab~e technology
to minimize information obtained through pen regtsters.



18

3: Expiicitly states ~hat it does not limit the tighu of sub.
scribers to use encr')1)tlon.
. ~. Allows any person~ including public ~nterest groups, to pe_

tltlOn .t~e FCC. for reVlew of stan.dards Implementing wiretap
capablhty requlrements. and proVIdes that one factor for jUcig.
ing those standards is wheth.er they protect the privacy of com­
munications not authorized to be intercepted.

5. Does not require mobile service providers to reconfigure
their networks to deliver the content of communicatlons occur.
rtng outside a carrier's semce area.

6. Extends pnvacy protections of the Electronic Communica·
tions Privacy Act to cordless phones and certain ciata commu·
nications transmitted by radio.

7. Requires affirmative intervention of common carriers' per­
sonnel for switch·based int.erceptions--tbis means law enforce·
ment will not be able to activate inter:ceptions remotely or
independently within the switching premises of a telecommuni·
cations carner.

Sarrow scope
It is also important from a privacy staJ:1dpoint to ~ognize that

the scope of the legtslation has been greatly narrowed. The only en·
tities required to comply with the functional requirements are tele­
communications common canien. the components of the public
switched network where law enforcement agencies have always
ser"o-ed most of their surveillance orders. Further. such carriers are
required to comply only with respect to services or facilities that
provide a customer or subscriber with the ability to originate. ter­
minate or direct communications.

The bill is clear that telecommunications services that support
the transport or SWitching of communications for pnvate networks
or for the sole purpose of interconnecting telecommWlications car·
ners (these would include long distance carnage) need not meet
any any wiretap standards. PBXs are euluded. So are automated
teller mach.ine (ATM) networks and other closed networks. Also ex­
cluded from coverage are all information services. such as Internet
service providers or services such u Prodigy and America-On-Line.

All of these private network systems or information services can
be wiretappe4 pursuant to court order. and their owners must co­
operate when presented with a wiretap order. but these sernces
and systems do not have to be designed so u to comply with the
capability requirements. Only telecommunications carriers. as de­
fined in the bill. are required to design and build. their switehing
and transmission systems to comply with the legislated ~uire­
ments. E~lier digital telephony ~ropoaa1s covered all pl"OVlde.rs of
electronic communications services. which meant every busmess
and institution in the country. That broad approach wu not prac­
tical. Nor was it justified to meet 311y 1•• enforcement need.

H.R. "922 RESPONDS TO INDUSTRY CONCERNS

H.R. 4922 includes several provisions iDteDciecl to .ease the bur­
den on industry. The bill graD~ ..teleph~D•.comp~es and other
covered entities a four year transltiOD pen~.Ul ~bieh to make any
necessary changes in their facilities. 1D. addit10n, it allows any com-
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P3:J1Y to seeK from t~e FCC up to a two year extenSIon of :he com­
phanee date If retrOtlttlng a panlcular system WIll taKe ionger tr.an
the four years allowed for compHance.

The Federal government will pay wHl M!asonable costs Ir.c;urreo
by tndustry in retrotitung facilities to corre<:t eXIStlng probiems.

The bill requlres the AtU)mey ~neral to estimate the capac:! ...
needs of law enforcement for electronic sur;eillance. 50 that c3.r­
riers will have notice of what the government IS likeiy to r~~e5~_

The bill requlres government U) relmburse earners for rea50n3.:Hf"
CO:iiU of ex?:mdi:-.g capaclty to meet law enforcement n~ci5.

Xo lmpedzmen.t to technological inn.oL:ation
The Committee's intent IS that compliance with the requlrerr.er.:..;

in the bill will not impede the development and depLoyment of r:ew

\

technologies, The bill expressly provides that iaw eniorcement :::ay
not dictate system design features and may not bar tntroduc:l0n oi
new features and technologies. The bill establishes a reasonable­
ness standard for compliance of carriers and manufacturers. COl:.rt3

may order compliance and may bar the 'introduction of technology,
but only if law enforcement has no other means reasonably a...al1-
able to conduct interception and if compliance with the stanciarci.s
is reasonably achievable through application of avaHabie tech­
nology. This means that if a serv1ce of technology cannot rea3on­
ably be brought into compliance wtth the interception requ~re­

ments. then the service or technology can be deployed. This is the
exact opposite of the original versions of the ieg'lslation. WhICh
would have barred introduction of services or features that could
not be tapped. One factor to be considered when c.ete~.::-.::l~
whether compliance is reasonable is the cost U) the camer or com­
pliance compared to the carrier's overall cost of developing or :lC­
quiring and depioying the feature or service in question.

The legisiatlon provides that the telecommunications tndustry tt­
self shall decide how to implement law enforcement's reqUIrements.
The bill allows industry associations and standard-settmg bodies.
in consultation WIth law enforcement. to establish publicly avail­
able specifications creating "safe hai'bors" for earners. This means
that those whose competitive future depends on innovation will
have a key role in interpreting the legislated requirements and:
finding ways to meet them without impeding the deploymen~ ot
new services. If industry associations or standard-sett~~gorganiza­
tions fail to issue standards to implement the capablhty requlte­
menu. or if a government agency or any person. inciudin~ a car­
rier. believes that such requirements or standards are deficlent. the
agency or person may petition the FCC to establish technical re­
quirements or standards.

Accountability
Finally the bill has a number of mechan~sms t~t wHl allow fo:

Congressional and public oversight. The bIll .reqwn:s ~he govern
ment to estimate its capacity needs and pubhsh t~em in the Fed
eral Register. the bill requires the government. ~t,h funds appra
priated by Congress through the no~ appropnatlons p.rocess•. ~
pay all reasonable costs incurred by tnd':lstry tU retrofitting faci1i
ties to correct existing problems. It reqUireS. the Attorney Genen



to file yearly reports on these expenditures for the first six years
after date of enactment, and reqwlres reportS from the General Ac­
counting Office in 1996 and 1998 estimating future costs of compli­
ance. It requires that the government to reimburse carriers, with
publicly appropriated funds, in perpetuity for the costs of expand­
ing capacity to meet law enforcement needs. Furthermore, all pro­
ceedings before the FCC will be subject to public scrutiny I as well
as congressional oversight ad judicial review.

RELATIONSHIP WITH EXISTING ASSISTANCE REQUtREMEN1'S

The assistance capability and capacity requirements of the bill
are in addition to the emting necessary assistance requirements in
sections 251S(4) and 3124 of title lS, and lS05<b) of title 50. The
Committee intends that 251S(4), 3124, and lS05{b) will continue to
be applied, as they have in the past, to government assistance re­
quests related to specific orders, including, for example, the ex­
penses of leased lines.

SEcnoN-ay-SECTION ANALYSIS

SECTION 1.-INTERCEPTION OF DIGITAL AND OTHER COMMUNICATIONS

This section adds a new cbapter 120 tD title 18, United States
code, to define more precisely the assistance that telecommuni­
cations carriers are required to provide in connection with court or­
ders for wire and electronic interceptions, pen registers and trap
and trace devices. This new chapter contains eight sections num­
bered 2601 through 2608.

Section 2601 provides definitions for 61call-identifying informa­
tion," "information services." "government," ~ecommunication
support services,Of "telecommunications carrier."

A "telecommunications carrier" is defined as any person or entity
engaged in the transmission or switching of wire or electronic com­
munications as a common carrier for hire, aa defmed by section
3<h> of the Communications AJ::t of 1934, and includes a commercial
mobile service. as defmed in section 332<d) of the Communications
Act. as amended. This defmition encompasses IUch service provid­
ers ·as local exchange carriers, interncbange carriers, competitive
access providers (CAPs), cellular carriers, providers of personal
communications services (PCS), satellite-bUed semce providers,
cable operators and electric or other utilities that provide tele­
communications services for hire to the public, and any other com­
mon carrier that offers wireline or wireless service for hire to the
public. The defmition of telecommunications carrier does not in­
clude persons or entities to the extent they are engaged in provid­
ing information services, such as electronic mail providers. on-line
services ~roviders, such as Compuserve, Prodigy, America-On-line
or Mead Data. or Internet service providers. Call forwarding, speed
dialing, and the call redirection portion of a voice mail service are
covered by the bill.

In addition. for purposes of this bill, the FCC is authorize~ to
deem other persons and entities to be telecommunications camera
subject to the assistance capability and capacity requirements to
the extent that such person or entity set"'!" as 8: replacement f~r
the local telephone service to a substantial portion of the pubhc
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wltn:n a state. :~ part of i:.s determinatlon wnet!'.er :::e =~:~:c ::-."
terest 15 ser;ea oy deeming a person or entIty a tel~om:':"'.·...::-.~.
catlons ca~e~ for th~ p~r;:>oses of this b::L the CommIssion ~;-.a~i
consider wnetner sucn aetennmatIon wouid promote corn'Oetl::Or.
encourage the deveiopment of new technoiogles. and protect ;Juoi:c
safety and national secunty,

The term "call-identifying information" ~eans the dialing or Sig·

naling tnforrnation generated that identifies the ongm and de:S~;::J'
:lon or a wire or electronic commUnlCatlon piaced to. or receIved : ... ,
:he facdity or ~er"\'tce that IS the subject of the court order or :~';"~"~l
3uthonzatlon. For "-Olce commUnlCatlOns. ::::5 u".formatIon :;; :'::11­
cally the eLectrOniC pulses. audio tones. or 5lgnaliir.g messa;zes :::3:
ldenufy the numbers dialed or otherwise transmitted for :::'e =~r·
pose of routlng calls through the telecommunlcatlons carner 3 '::e:·
work. In pen reglster investigations. these pulses. tones. or r;ies­
:sages identify the numbers dialed from the facUity that is ~::e ;;ub­
Ject of the court order or other lawful authonzation. In tr3? :l:-.d
trace investigations. these are the incoming pulses. ton1!~. or :;-.es­
sages which identify the originating number of the facility ~'~om

which the call was placed and which are captured when d;rected
to the facility that is the subject of the court order or autnor1Zauon.
Other dialing tones that may be generated by the sender that :lre
used to signal customer premises equipment of the rectptent .l!'e
not to be treated as cali-identifying infonnatlon.

The tenn -govemment" means the government of the Cm:ed
States and any agency or instrumentality thereof. the DinMct 'Ot
Columbia. any commonwealth. territory, or possession of the Cmt­
ed States. and any State or political subdivision thereof authonz.ed
by law to conduct electronic surveillance.

The tenn ··telecommunications support services" means a prod­
uct. software or service used by a telecommunications carrier for
the internal si~-naling or switching fu~etions of its telecommunl­
cations network. The Committee understands there are currently
over one hundred entities that provide common carriers with spe­
cialized support services. The definition of "telecommunicatIons
support services" excludes winformationservices," as defined in the
bill.

The tenn "information services" includes messaging services of·
fered through software such as groupware and enterprise or per­
sonal messaging software. that is. services based on products Iln­
eluding but not limited to multimedia software) of which Lotus
Notes (and Lotus Network. Notes). Microsoft Exchange Sef"·er.
~ovell Netware. CC: ~ail. ~CI Mail. Microsoft Mail, Microsoft Ex­
change Server. and AT&T Easylink (and their associated semces l

are both examples and precursors. It is the Committee's intention
not to limit the definition of "information services" to such currenl
services. but rather to anticipate the rapid de~elop~ent of ad·
vanced software and to include such software sernces 1n the definI'
tion of "information services." By including such software-base(
electronic messaging semces within the definition of informatio[
~ervices. they are excluded from compliance with the requirement;
of the bill.

Section 2602. entitled "Assistance capability requirements." ~~n
sists of four subsections. Subsection (a) sets forth four OOCapabtllt:



'/"...-
Requlrements." which every telecommunicatIons ~er IS requl:-~ci
to meet 1n connectIOn Wltb those ser"Vlces or facilities that allow
customers to originate. terminate or direct communications.

,.. The first requirement is expeditiously to isolate and enable the
government to intercept all communications in the camers control
to or from the equipment. facilities or services of a subscribe. con­
currently with the communications' transmission. or at any later
ume acceptable to the government, The bill is oot Intended to guar­
antee "one-5top shopping" for law enforcement. The question of
wl''l.lch communicatlons are in a carner's control will depend on the
de~lgn of the service or feature at issue. which this legislatIon does
'not pur-port to dictate, If. for example. a forwarded call reaches the
system of the subscnber's carner. that carrier is responsible for ISO­
lating the communication for interception purposes. However. If an
advanced intelligent network dire1:tS the communication to a dif­
ferent carrier. the subscriber's carrier only has tbe responsibility,
under subseetion Id). to ensure that law enfort1!ment can identIfy
the new service provider handling the communication.

The second requirement is expeditiously to isolate and enable the
government to access reasonably available call identifying informa­
tion about the origin and destination of communications. Access
must be provided in such a manner that the information may be
associated with the communication to which it pertains and is pro­
vided to the government before. dUring or immediately after the
message's transmission to or from the subscriber. or at any later
time acceptable to the government. Call identifying information ob­
tained pursuant to pen register and trap and trace orders may not
include information disclosing the physical location of the sub­
scriber sending or receiving the message. except to the extent that
location is indicated by tne phone number. However. if such infor·
mation is not reasonably available. the carrier does not have to
modify its system to make it available.

The third requirement is to make intercepted communications
and call identifying information available to government in a for­
mat available to the camer so they may be transmitted over lines
or facilities leased or procured by law enforcement to a locauon
away from the carrier's premises. If the communication at the POLOt
it is intercepted is digital. the carner may provide the signal to law
enforcement in digital form. Law enforcement is responsible for de­
tennining if a communication is voice. fax or data and for translat­
in~Jt into useable form.

The final requirement is to meet these requirements with a mini­
mum of interference with the subscriber's service and in such a
way that protects the privacy of communications ,and c~ identify­
ing information that are not targeted buy electroniC surveillance o~­
den. and that maintains the confidentiality of the government s
wiretaps. . .

The Committee intends the assistance re4tuirem~nts 111 sec.:tIon
2602 to be both a floor and a ceiling. The FBI D1reCtOr testIfied
that the legislation was intended to preserve the status quo. that
it was intended to provide law enforcement no mare and .no less ac­
cess to information than it bad in the put. The CODUIUttee urges
against overbroad interpretation of the requirements. The legisla­
tion gives industry. in consultation with law enforcement and sub-
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je<:t to review by the FCC. a key ~le in cie~eioping the tech=-.:c~
requ~rements and standards that W'\ll allow Implementation of .... e
requlrements. The Com~ittee e%l)eCU industry, law enforte:n~·;.t
and the FCC to narrowly Interpret the requirements.
SUbs~tion \b} limits the .scope of the assistance requirements :n

several Important ways. FIrst. law enforcement agencies are not
permitted to require the specific design of systems or features. ;:or
prohibit ado~t1on of any such design. by wire or electronic com~·..l·
nication service provides or equipment manufacturers. The ieguia­
tton leaves it· to each camer to decide how to comely. A carr:er
need not insure that each individual component of its network or
system complies WIth the requirements so long as each COmm~:11ca·
tion can be intercepted at some point that meets the leglsiated re­
quirements.

Second. the capability requirements only apply to those seI"\"1ces
or facl1ities that enable the subscriber to make. receive or· direc~
calls. They do not appiy to informatlon servIces. such as eiectr~n:c
mail services. or on-line services. such as Compuserve. Procitgy.
America-On-iine or ~ead Data. or Internet service providers. 'T:--.e
storage of a message in a voice mail or E-mail "box" is not covered
by the btll. The redirection of the voice mail message to the '''Jox''
and the transmiSSlon of an E-mail message to an enhanced seI"\'ICe
provider that maintains the E-mail service are covered.> ~or does
the bill apply :0 servlces or facilities that support the transport or
1witching of communications for private networks or for the 301e
purpose of interconnecting telecommunications carriers.

Because financial institutions have major concerns about 3ecur~ty
and reiiability. they have established private communications ~et·

works for data transmission traffic such as automated teller :::~.

chines I Ant'. point of sale (credit card) verification systems. .lna
bank wires. Some of these networ~ are point to point. althol:.~:'
many utilize the public network at various points, Ani networK..i.
bankcard processing networks. automated check clearinghouse !"let~

works. stock exchange trading networks. point of sale systems. ana
bank wire transfer. stock transfer and funds transfer systems are
all excluded from the coverage of the legislation whether or ~ot
they involve servi.ces obtained from telecommunications earners
Private networks such as those used for banking and financia
transactions have not posed a problem to law enforcement. Ther~
are good reasons for keeping them as closed a~ possible, These net
works are not the usual focus of court authorized electroniC 3urvetl
lance. and the financial infonnation travelling on these networks i
already available to law enforcement agencies under the bank-in
laws.

Thus. a carrier providing a customer with a serv'i~e or faciiit
that allows the customer to obtain access to a pubhcly swnche
network is responsible for complying with the cal2ability requ~r~
menu. On the other hand. f::lr communications handled by multIpl
carTiers. a carrier that does not originate or terminate th~ messag'
but merely interconnects two other carriers.. is n~~ ~ubJect to tr
requirements for the interconnection part of its facilitIes.

wnile the bill does not require reengineering of the Internet. nl
does it impose prosl'ectively functional requireme~t5 on 'J
Internet. this does not mean that communications camed over tl



24

Inter:net are t1!1m~ne from .in.tert:eption or. t~t the Internet oITers
a Sale haven tor.lllegal.ae:tlV1ty.. Commulllca.tlons camed over the
Internet. are subJ~ U? LD.terceptlon under Title III just iik.e other
electronl~ communIC~t1o.ns.~t Issue was settl~ in 1986 Wlth the
ElectronIc CommunIcations Privacy Act. The bill recognIzes. how­
eve". that law enforcement will most likely intercept communica.
tions over the Internet at the same place it intercepts other elec.
tronic communications: at the carrier that provides access U> the
public sWltched network.

The bill does not cover private branch exchanges \PBX's}. This
means that there will be times when the telecommunications car·
rier will be unable to isolate the communications of a specific indi·
"'idual whose communications are coming through a PBX. This
poses a mimmization problem to which law enforcement agencles.
courts. and camers should be sensitive. The Committee does not
intend the exc:lusion of PBX's to be read a.s approval for trunk line
intercepts. Given the mjnimization requirement of current law.
courts should scrutinize very carefully requests to intercept truck
lines and insist that agencies specify how they will comply with the
minlmization requirement. This is especially true of intercepts of
E·~1ail and fax transmissions. In addition. carriers presented with
an order for interception oC a tn.z..nk line have the option to seek
modification of ~uch an order.

Finally, telecommunications carriers have no responsibility to
decrypt encrypted communications that are the subject of court-or·
dered wiretaps. unless the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation to fur­
nish all necessary assistanc:e under 18 U.S.C. Section 2S lSi 41.
~othing in this paragraph would prohibit a carrier from deploying
an encryption service for which it does not retain the ability to
decrypt communications for law enforcement access. The bill does
not address the "Clipper Chip"or Key EscrOw Encryption issue.
~othing in the bill is intended to limit or otherwise prevent the use
of any type of encryption within the United States. ~or does the
Committee intend this bill to be in :t:ay a precursor to any kind
of ban or limitation on encryption ology. To the contrary. ~ec­

tion 2602 protects the right to U.Ie encryption.
Subsection (c). allow. a carrier. in emergency or exigent cir·

cumstances. at the sole discretion oC the carrier. to fulfill itl obliga­
tion to deliver communications to law enforcement under the third
capability requirement by allowing monitoring 011 the carner's
premises.

Subsection (d). entitled MMobile Service Asaistance Requirement."
addresses the responsibility of the carrier who can no longer de­
liver a message or call identifying informatioD to law e~orc~m~nt
because the subscriber. the communication aDd the callidentuy\ng
information .have left the carriers service &reL In such a case. the
camer that had the assistance respollSibility is not required to con­
tinue providing the government with the communication content or
call identifying informatioll. but must ell5Ul'e that the government
can determine which carrier or semc:e pro~d!tr ~ sub~uent1y
picked up the communications or call ideD.~ lnfo~atlo~ and
berun serving the subscriber. subject to limitatIOns on disclOSing lo­
cation infonnation as deKribed in section 2602(a).
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SeCtIo~ 2603. entitled "~otlces of capacIty requlreme!"'.:s.'· ::aces

the curQen on the gover':1ment to estImate ltS caoaclt..... :1eeas a~d

to do so tn a Cost-conSCIOus manner. while also proVldmg carr.er:
with a "safe harbor" for caoacitv.

Subsection' a) requIres the Attorney General. within one vear ~.
enactment. to publish in the Federal Register and prov1.de to' acero.
priate industry a.ssoclations and standards bodies notIces of' batt
the maximum capacIty and the imtial capacny required to accom
modate all Intercepts. pen reg1sters. and t~ap and trace devtces e.!
government I Including Federal. State and local law enforcement
expects to operate simultaneously.

The maxImum capacity relates ~o the greatest number of inter
cepts a parttcular switch or system must be capable I')f impiement
ing simultaneously. The initial capacity relates to the number f)

intercepts the government wUl need to operate upon the date tha
is four years after enaCtment.

The Attorney General is directed to develop the notices after con
sultation with local and State law enforcement authontles and :::
carrIers. equipment manufacturers and provlders of t'eiecommur.:
cations support services. The Attorney General is given flextbiht
in determining the fonn of the notice. For example. the notices rna
be in the fonn of a spe<:ific number for a partIcular geog-raphl
area. or a generally applicable fonnula based on the number of 3Ut

scrlbers served by a carner. However. the notices must identify. ~

the maximum extent possible. the capacity required at specific gel
graphic locauons. including carrier office locations.

Subsection ! b) provides that telecommunications carriers mu;
ensure that. within three years after publication of the notices. ,
within four years after enactment. whichever i.s later. they ~a'

the maxlmUm capacity and the initial capacity to execute all ele
tronic surveillance orders. If the Attorney General publishes tl
first capacity notices bcfore the statutory time of one year h
elapsed. compliance by carriers must be achieved at the same tir.
as the effective date in Section 20f this Act. In the event the Attc
ney General publishes the notices after the statutory ·.~me lim
carriers will have three years thereafter to comply. which tlme ~

riod will fall after the effective date of section 2602.
Subsection \c) requires the·Attorney General periodically to gi

telecommunications carriers notice of any necessary increases
maximum capacity. Carrie:s will have at least three years. and
to any amount of time beyond three years agreed to by the Attl
ney General. to comply with the increased maximum capacity
quirements. '

Subsection I d) requires carTiers to submit statements to the J

torney General identifying systems or service that do not ~ve t
capacity to accommodate Simultaneously the number of Interet
tions. pen registers and trap and trace deV1ces set forth iothe c
pacity notices iSiue by the Attorney General under subsection (

Subsection I e I prOVides that the Attorney General may. reimbul
carriers for modificationl neceslary to comply wltb capacity nOUCI

t:ntil the Attorney General agrees to reimburse a carner for. 5U
modifications. the carner shall be considered to be 10 comphan
with the capacity notices.



Section 2604 p~tects S,ystelnS security ~~ integrity by requiring
that any electronIc surveillan~ effected Wltb.in a carner's sWItching
premises be activated only with intervention by an employ~ of the
Camel'. The switching premis-.s include central offices and mobile
telephone switching offices (MTSOs).

This makes clear that government agencies do not have the au­
thority to activate remotely interceptions within the switching
premises of a telecommunications carrier. Nor may law enforce­
ment enter onto a telecommunications carrier's switching office
premises to effect an interception without the carrier's prior knowl­
edge and consent when esecuting a wiretap under exigent or emer­
gency circumstances under section 2602(c}. All esecutions of court
orders or authorizations requiring access to the switching facilities
will be made through individuals authorized, and designated by the
telecommunications carrier. Activation of interception orders or au­
thorizations originating in local loop wiring or cabling can be ef­
fected by government personnel or by individuals designated by the
telecommunications carrier, depending upon the amount of assist-
ance the government requires. .. . .

Section 2605 requires a telecommunications carrier to consult
with its own equipment manufacturers and support service provid­
ers to ensure that equipment or services comply with the capability
requirements. Manufacturers and support services providers are
required to make available to their telecommunications carrier cus­
tomers the necessary reatures or modifications on a reasonably
timely basis and at a reasonable charge. Subsection 2605<b) clearly
means that when a manufacturer makes available features or
modifications to permit ita customer to comply with the require­
ments of the bill. the manufacturer ia to be paid by the carrier in
accordance with normal and aa::epted businesa practices.

These responsibilities of the manufacturers and support services
providers make clear that they have a critical role in ensuring that
lawful interceptions are not thwarted. Without their assistance.
telecommunications carriers likely could not comply with the capa­
bility requirements.

Section 2606 establishes a mechanism for implementation of the
capability requirements that defers. in the first instance. to indus­
try standards organizatioDL Subsection (a> directs the Attorney
General and other law enforcement agencies to consult with asso­
ciations and standard-setting bodies of the telecommunications in­
dustry. Camers,manufacturen and support service providers will
have a "safe harbor" and be considered in compliance with the ca­
pability requirements if they comply with publicly available tech­
nical requ~ments or standanis designed in good faith to imple­
ment the assistance requirements.

This section provides carriers the certainty of "safe harbors."
found in standards to be issued UDder a process set up in the bill.
The use of standards to implement legislative requirements is. of
course. appropriate so long u Congrell delineates the policy that
the guidelines must meet. Slemn.r v. Mid·A.merica PipeliM Co.,
490 U.S. 212. 220 (1989). ("t ~ constitutionally sufficient if Con-
gress clearly delineates the general pollcy."). "

This bill. in fact. provides through the four facton 1.0 s~on
2602 much greater specificity than found in many delegations



u?heid by, th~. cou~s. 5eoe. e.g~. Ya,kus v. C.S.. 321 l·.S. ~ t~. ~20
, 1944) ,I up!l0lamg C1elega~l.on ot autnOMty to fix pr:ces t:-.at "'.1,'\;1 :e
generally faIr and eqUlta?le and will etTectuate the PUr'?oses" or t:-.e
:itatutel: FPC ~. Hope .\atural Gas Co., 320 C.S. 591. 600 I 1944.
I delegatlon to aeternune "Just and rea!onable" rates upheld I.

The authonty to l,Ssue standards tn implement legislatlon ae~e­
gated here to private partIes is well within what has b~n uoneid
tn numerous pr!ceaents. Ie. St. LotLLs. Iron .Hm. & Southern P.v
Co. v. Ta:o'ior. 210 C.S. 291 ' 19081. the Supreme COUrt upheld :::e
deiegatlon of authortty to the Amencan Railway A~.;oclatlon to e5­
tacll.~h the 5tandard height of draw bars for ireight cars. l:l
.Voblecraft Indusrrtes v. Secretary of Labor. 61~ F.2d 199 '9th C~r.
1960 I. the ~inth Circuit sustained Congress's delegatlon to ;:JnvQ e
organizations of the authonty tJ develop health :lnd safe!v 5t3.nd­
ards. See also C.S. v. Frame, 885 F.2d 1119. 1122 13d Cir. 19~9'
I upholding delegation to the bHf industry to de'r.se its own 5tr:lte­
gles to implement the government's policy'.

The appropriateness of the delegati13n here is furthered by cwo
factors: III Compliance with the mdustry standards is voluntarv.
n~t compulsory: .Carrier~ can adopt other solutions for compiYlrig
With the capabthty requlrements; and 12) The FCC retains control
over the standards. ender section 2602Cb\ any carrier. any law en­
forcement agency or any other interested pany can peution the
FCC. which has the authority to reject the standards developed by
industry and substitute its own. See Sunshiru A,uhrac~tt Coai Ca..
v. Adkins. 310 t:.S. 381 (1940); St. Louis, Iron .\ttn. supra; Framr.
supra. 885 F.2d at 1128 (delegation valid where discretion of pM­
vate bodies is subject to the government's authozity to disappro~e
or modify the standards).

This section states affinnatively that the absence of standards
will not preclude earners. manufacturers or support service provld.
ers from deploying a technology or service. but they must .;t111 co!n­
ply with the assistance capability requirements.

Subsection I b) provides a forum at the Federal Communications
Commission in the event a dispute arises over the technical re­
quirements or standards. Anyone can petition the FCC to estabiish
technical requirements or standards. if none exist. or challenge any
such requirements or standards issued by industry usociations or
bodies under this section. In taking any action under this sectioD.
the FCC is directed to protect privacy and security of communica­
tions that are not the targets of court-ordered electronic surveil­
lance and to serve the policy of the United States to encourage tbf
provision of new technoiogles and services to the public.

If an industry technlcal requirement or standard. is set aside 01

supplanted by the FCC. the FCC is required to consult with the AI
tomey General and establish a reasonable time and conditions fer.
compliance with and the transition to any new standard. The FC~
may also dtdine the assistance obligations of the teleeommum
cations carriers dUring this transition period. . _

This section is also intended to add openness and accouDtabilit'
to the process of finding solutions to intercept problems. Any FCC
decision on a standard for compliance with this bill must be mad
publicly. .



Subsectlon 'C} ,gIves t.ei~mmUllications earners an additional
two years to achleve cOInpuance Wlttl the asSiStance capatHiity re­
qUlrements beyond the four yean provided in Sectlon 2 of the bUl.

... if they petition for. and the FCC grants. an enension. The FCC
may grant a petition for relief from compliance with the assistance
capability requirements for up to two years in circumstances where
the carrier can show that compliance Wlth those requirements is
not reasonably achievable through application of technology avail­
able withm the four yeaI' comphance record. The Attorney General
wdl reimburse the carner for any necessary moci.uicatlons made
durtng the extension penod.
, .~y extension granted under this subsection applies only to that
pan of the carner"s busmess on which the feature or seN'lce at
i~5ue is used.

Section 2607 provides for enforcement by the couns. Subsection
(al proV'ides that a court may order telecommunications earners.
equipment manufacturers and support service proV'iders to comply
fonnwith With the requirements of the Act in circumstances where
an electronic surveillance order or authorization has been issued
but cannot be effected because a carrier has failed to comply With
the requirements of the bill. This provision complements the exist·
ing requirement in 18 U.S.C. § 2518(4) that an order authorizmg
electronic surveillanae may direct that providers of wire or elec·
tronic communications services or any "other person • • • furnlsh
• • • forthwtth all information. facilities. and technical asslstance
necessary to accomplish the interception."

Subsection \b) authorizes the Attorney General. in the absence of
a particular electronic surveillance order or authorization. to appiy
to an appropriate United States Court for an enforcement order di­
recting a telecommunications carrier. equipment manufacturer or
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers. this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various United States
Attorneys.

Subsection (c) places limitations on the court's authority to issue
enforcement orders. First. the cowt must flDd that law enforce­
ment has no alternatives reasonably available for implementing
the order through use of other teehnolog!es or by serving the order
on another carrier or service provider. Essentially, the court must
find that law enforcement is seeking to conduct its interception at
the best. or moat reasonable. place for such intereeption. ,

Second. the court muat find that compliance with the reqUlre­
menta of the bill are reasonably achievable through application of
available technology. or would have been reasonably achievable if
timely action had been taken. or necessity, a detenninatio,n of IIrea­
sonably achievable" will involve a consideration of economlC factors.
This limitation is intended to escuse a failure to comply with the
assistance capability requirementa or capacity notices where the
total cost of compliance is wholly out of proportion to the useful­
ness of achieving compliance for a particular type or cate~ry ,of
services or features. This subsection recognizes that. in· certam cU'·
cumstances. telecommunications carriers may deploy features or
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3ervlces even though they are not lD compliance Wlth • h .
ments of this bill. •. e requ.re-

In the event that elther of these
d

standdards is not met. the caul"':
m.ay not Issue an entorcementor er an the carner may proceed
wIth deployment. or. wIth contlnued offering to the public. of the
feature or service at lssue.

Subsection (d) requires a court upon issuance of an enforcement
order to set a reasonable time and conditions for complying· Wlth
~he order. In determtntng what is reasonable. ~he court may con­
3lcier as to each party before it a number of enumerated factors.

Subsection I e I prOVides ~ha~ an order may not be lssued requiring
a carner to prOVIde capaclty 1n excess of the capaclty for which the
Attorney General has agreed to reimburse the carner under sealon
:2603t e '.

Subsection (fj provides for a civil penalty up to $10.000 per day.
from the date of the order. or such later date as a court may de­
cree. for any carrier. equipment manufacturer or support sernee
provider that violates the section. In setting the appropnate
amount of the fine. a court may consider a number of enumerated
factors. including the nature. circumstances. and enent of the VIO­
lation. and. with respect to the violator. ability to pay, good faith
efforts to comply in a timely manner, effect on ability to continue
to do business. the degree of culpability or delay in undertaking ef­
forts to comply, and such other matters as justice may require.

While Subsection 2607(0 would subject to civil penalties a manu­
facturer that fails to provide its customers with the features or
modifications necessary for them to c~mply, the Committee fully
expects that manufacturers and carriers will ensure the compliance
with the requirements through the normal marketplace mecha­
nisms. as carriers. in their orders. specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would normally be appropriate only when the eXIst­
ing marketplace (i.e.~ contractual) mechanisms fail to ensure manu­
facturer compliance, just as the imposition of civil penalties would
normally be appropriate on carriers when. for example, they fail to
seek through contractual mechanisms such features or modifica­
tions.

Section 2608, entitled "Payment of costs of telecommunications
carriers to comply with capability requirements." provides. in sub­
section (a)~ that the Attorney General may. subject to the availabil­
ity of appropriations. pay all just and reasonable costs directiy as­
sociated with modifications performed by carriers in connection
with equipment. features. or services installed or deployed before
the date of enactment to establish the capabilities necessary to
comply with section 2602. ..

Subsection (b) provides that the Attorney qeneral,ls .authon%~
to pay reasonable costs directly associated With achieVing .comph­
ance with the assistance capability requirements for eqwpmen~.
features or services deployed on or after the date of en~ctment. If
such compliance would otherwise not be reasonabl~ achIevable..10.
detennining whether compliance is reasonably achievable. conSid­
eration must be given .in proceedings before a court or the FCC to
when the deployment occurred.


